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2.1 Introduction

This chapter examines cybersecurity governance in the six states of the Gulf
Cooperation Council (GCC): Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, and
the United Arab Emirates (UAE). It has five sections. The first highlights why the
GCC is an important case study; the second gives an overview of key regional
cybersecurity incidents; the third details relevant government organizations;
the fourth examines strategies, laws, and standards; and the fifth analyzes the
cybersecurity industry. The chapter concludes by identifying three themes:
the regional specificity of cybersecurity governance, especially in relation to
defense and telecoms; the importance of an international image of cybersecurity
governance; and the reinterpretation of the scope of cybersecurity governance
for political purposes.

First, a definitional note. “Governance” is a supremely agnostic term, in that it
implies nothing about who governs, what structures or technologies are used, or
the extent of their power. This is in many ways an analytical advantage, as in
the following discussion I refer to governments, companies, technologies, pro-
fessions, and people. Nonetheless, different academic traditions writing about
governance, from those focused on “global governance” to those examining it
as “governmentality;” agree on two things. First, governance is a power relation-
ship which is fundamentally interactive, requiring the continual engagement of
the governing, the governed, and intermediaries. Second, this relationship is
flexible, in that many techniques of governance can be employed, ranging from
the blunt to the fine-grained. Both characteristics appear in this chapter.
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2.2 Why the GCC?

The literature on cybersecurity in International Relations predominantly
focuses on “Western,” liberal, democratic countries in Europe and the United
States, or on their traditional “great power” competitors, Russia and China.?
The GCC states provide a different perspective, as they are not major
threats — in fact, they are strong allies of Western states — and they do not share
many of the governing characteristics that are taken for granted in the cyber-
security literature.* The GCC countries have patriarchal systems of govern-
ment, in which male members of the ruling family control key government
departments and maintain influence in many private-sector organizations.
The degree of consultation in government differs across the GCC: Kuwait has
a relatively independent parliament, for instance, while Oman and Saudi
Arabia have only nominally representational bodies.” Wider neo-patrimonial
ties occur across and through all organizations. The social contract has been
described as “rentier state,” in which citizens (a narrow definition tied to the
male line of descent) receive many benefits from extractives revenue.’
Leadership is based partly on co-option of potential threats, and partly on nar-
ratives that associate leaders with state creation, tribal authority, and Islam.”

Questions of cybersecurity arise within a general security environment very
different from that in Europe or the United States. After ending their colonial
relationship with Britain, the GCC states remained under the security umbrella
of the United States for the last half century (excluding Oman, which retained
British connections), with growing arms and defense cooperation since the
Gulf War.® Domestically, the public sphere in the GCC is relatively diminished,”’
and the extensive powers of internal security agencies were magnified follow-
ing the Arab Spring in 2011, with repression of protests across the GCC. The
current Saudi rivalry with Iran hides extensive historic Iranian involvement in
the Gulf."” There are several conflicts nearby: an ongoing war and humanitar-
ian catastrophe in neighboring Yemen, where all GCC states other than Oman
(and Qatar since June 2017) are in a coalition led by Saudi Arabia, and the wars
in Syria and Libya, where GCC states are both actively involved and indirectly
assist various parties.'’ The internal and external security situations are inter-
twined, with domestic concerns around Islamist extremism and Iranian inter-
ference tied to the above conflicts.

GCC states also differ from many cases used in cybersecurity analyses due to
their initially ambivalent adoption of the internet. On the one hand, as GCC
nations attempted to diversify from oil and gas revenues, they capitalized on
high per capita income and education to attract multinational businesses, with
attendant technological requirements including high-grade internet access.'
On the other hand, internet adoption was sometimes limited outside the big
cities, and has incorporated restrictions on the public sphere in keeping with a
broader cautious approach to new communications technologies due to their
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potential political effects.'* The ability of the internet to affect society on a
massive scale was demonstrated in the Arab Spring, when the Egyptian gov-
ernment resorted to a complete severance of internet connections following
the January 2011 revolution,'* and protests in the Gulf states were coordinated
on social media.!” In sum, the GCC states have become “wired for business,
but not politics*®

Cybersecurity governance, in its unique position between two wider regional
characteristics — a complex security environment and ambivalent adoption of
the internet — is a key aspect of politics in the GCC. This study is therefore not
only an important case for those seeking to understand cybersecurity govern-
ance, rarely examined in the literature,'” but also highlights a crucial topic for
the region more broadly.

2.3 Key Cybersecurity Incidents

The emergence of governance structures around an issue is often reactive, fol-
lowing specific events, although the form such structures take depends on the
existing available conceptual and political resources. Consequently, cybersecu-
rity governance in the GCC can only be understood within the background of
key cybersecurity incidents. While the events below do not all fit easily into a
single definition of cybersecurity, they have all been described within this
bracket; I thus treat cybersecurity as found “in the wild” Although there is a
sense in which cybersecurity incidents cannot be localized due to the global
reach of the internet, regional perspectives can still be identified, with the
caveat that they fit into a wider global pattern.

The first key incident relevant to the GCC was the “Stuxnet” malware, discov-
ered in July 2010 and reportedly built by US and Israeli intelligence agencies to
target a nuclear enrichment facility in Iran.'® Stuxnet not only demonstrated
that malware could have physical effects but also showed the cybersecurity
industry that the Middle East was a potential market. In late 2011 and early
2012, further malware attributed to the United States and Israel was discov-
ered,” and a “wiping” component from these was reverse-engineered and used
on the Saudi national oil company Aramco and the Qatari company RasGas in
August 2012.% It is difficult to overstate the impact of this attack, often referred
to as Shamoon. If the US government — and by extension, the global cybersecu-
rity community — described it as a “wake-up call;”*" it had a rather more forceful
impact for these states.”” Despite the malware’s lack of sophistication, Shamoon
was quickly given the industry label of “Advanced Persistent Threat” (APT).

Following Shamoon, cybersecurity incidents in the GCC broadened sub-
stantially. Notable APTs included: Chinese espionage malware repurposed by
a regional actor for political purposes®; malware written by a Kuwaiti that
became prevalent across the region, with Arabic language support for users®*;
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and specific energy-sector malware.?>% Leaks, “defacement.” and denial of ser-
vice incidents were associated with the Israel-Palestine conflict,?”?® groups
claiming affiliation with the Islamic State in Syria,” and broader collectives
such as Anonymous.*

The GCC financial sector received its own wake-up call after BankMuscat in
Oman and RAKBank in Qatar were compromised by a transnational criminal
network in 2013, with millions withdrawn in cash.>' Leaks became more com-
mon, including from the Saudi Ministry of Foreign Affairs®* and Qatar National
Bank.” Cybersecurity also became a social issue with a regional cultural
dimension, following the exploitation of children and adolescents with smart-
phones across the region.** Finally, Shamoon returned in late 2016 and early
2017, again attributed to Iran.*® The remodeled Shamoon malware used the
date of the original incident as part of its wiping program, and persisted for
several months. This time, more organizations were affected, including many
Saudi Arabian government entities, with a temporary halt to operations at the
Civil Aviation Authority.*®

This brief overview suggests that cybersecurity incidents are deeply entan-
gled with the regional political and security situation. Although the following
sections demonstrate that a range of factors shape cybersecurity governance, it
is initially catalyzed by events that both stem from and are interpreted accord-
ing to their regional context.”

2.4 Government Organizations

The development of organizations for cybersecurity governance in the GCC
must first be placed in the wider context of international internet governance.
Internet governance is often described as a binary choice between liberal
“multistakeholder” views, in which government, civil society, and businesses
all participate,® and authoritarian desires for larger state sovereignty and gov-
ernmental control of information flows across national borders.> In fact, this
picture is much more complex, with a variety of approaches to internet govern-
ance in both camps.*” The GCC states are often grouped in the latter category,
due to their broader conception of security and to events at the World Congress
on Information Technology (WCIT) in December 2012 in Dubai, UAE.

At this conference, a motion was proposed for the International
Telecommunications Union (ITU) to take responsibility for the naming and
numbering functions of the internet, as well as implementing internet security
measures through state-level regulation. The initial verbal proposal was made
by the host and supported by Bahrain, Saudi Arabia, Russia, and Iraq, while a
written version was signed by the UAE and Saudi Arabia, with Russia and
China among other signatories.*’ The proposal was widely represented in
Western media as a power-grab by authoritarian regimes.** It is likely that
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security concerns at least partially motivated this proposal, given the security
focus of other standards discussed at the summit,*® although the proposal was
framed as a means to “correct historical imbalances” and “US dominance”**

The binary narrative of internet governance can be made more nuanced by
examining the role of the ITU in establishing cybersecurity organizations in
the region. Prior to ITU involvement in the GCC, public cybersecurity func-
tions were ostensibly performed by national computer emergency response
teams (CERTs).* The ITU had provided telecommunications (originally tele-
graph) standards since 1865, and first attempted to include cybersecurity in its
remit through the International Multilateral Partnership Against Cyber
Threats (IMPACT), created with Malaysian funding and physical location in
2008.* IMPACT was named the official ITU “executing arm” for cybersecurity
in 2011. Throughout 2012 it was negotiating with the Omani government,*’
which agreed to pay $2 million for the first “Regional Cybersecurity Centre” in
Muscat, launched officially in March 2013.*® Along with relatively high levels
of funding for the ITU from Saudi Arabia — half that of the United States, but
similar to that of Russia and China* — there were a range of close links between
the GCC and the ITU, ensuring they would support the WCIT proposal.

There were also elements of regional competition. The first regional ITU cyber-
security drill was in Jordan in July 2012, before the Oman center was established.”
After this, the next drill was held in October 2013 — but described by the Omani
press as the first one in the region.”" Also in late 2012 and early 2013, the UAE and
Saudi Arabia created national cybersecurity entities to match the Omani one: the
National Electronic Security Agency in the UAE, and the National Electronic
Security Centre in Saudi Arabia. Despite the announcements, they were not
operational for another two years.”> The proliferation of cybersecurity bodies,
despite their initial lack of capability, highlights the importance placed by GCC
governments on an international image of cybersecurity governance rather than
its domestic implementation, which is explored in the next section.

I now turn to other government organizations with cybersecurity responsi-
bilities and capabilities in the GCC. There are few public pronouncements in
local ministries of defense on cyber capabilities, despite procurement of
sophisticated military technologies for electronic warfare.®> The UAE is the
exception, and announced its intention to create a cyber command in
September 2014. When operational, it will run “in parallel” with NESA®*; how
much this is coordination, and how much conflict, remains to be seen. The
only direct GCC-level contributions to cybersecurity are a joint GCC CERT,
established in 2006, and a cyber working group with the United States, estab-
lished in mid-2015,> although the wider 2012 GCC joint security agreement
covers related matters, such as information-sharing between governments.*
As others have noted, formal GCC-level structures are often token gestures,57
suggesting that presenting an image of cooperative cybersecurity governance
and military preparedness is also a major aim of the above initiatives.
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The other government organizations involved in cybersecurity are interior
ministries and intelligence services. As there is little official data available, their
role must be inferred from observing them in action. The Citizen Lab, a
research organization based at the University of Toronto, has detailed the use
of several cyber capabilities against human rights activists in the GCC. The
earliest examples come from 2012, when targeted surveillance software owned
at that time by Gamma Group, a multinational company with a UK subsidiary,
was identified on the devices of activists in Bahrain, and similar software by
Italian company Hacking Team was identified in the UAE.”® In 2013, the
Bahraini Ministry of Interior used IP address identification for Twitter accounts
to prosecute activists,” and in 2014, Hacking Team software was also identi-
fied in the Qatif region of Saudi Arabia,*”’ a Shia region with a long history of
protest and violent responses by security forces.®’ More recent attempts to
install monitoring software on the devices of activists and journalists have
been identified in the UAE and Qatar, the former using software made by the
Israeli company NSO Group.*

Based on the examples above, three points should be stressed. First, the distri-
bution of targeted surveillance capability across the region is uneven: for
example, Kuwait is not the focus of Citizen Lab reports, partly due to lower
levels of international attention, but maybe also due to differences in intelli-
gence techniques or suppliers.®* Second, these capabilities are mainly provided
by private companies. Thisled to the amendment of the Wassenaar Arrangement
arms control agreement in 2013, requiring a license regime within the exporting
country for such technologies.®* Finally, the integration of these capabilities into
violent and repressive security practices means that for activists, journalists,
and political opponents who are imprisoned and mistreated,® this aspect of
cybersecurity is more of a threat than any incidents listed in the preceding sec-
tion. Cybersecurity governance, from the perspective of those governed, thus
forms part of the coercive state mechanisms that turn devices and systems of
communication into a battleground in wider political struggles.

2.5 Strategies, Laws, and Standards

The strategies, laws, and standards that constitute the policy and regulatory
environment for cybersecurity follow broader state policy. All GCC states have
long-term national plans — the most well-known being Saudi Arabia’s bold
“Vision 2030,” championed by the Crown Prince Mohammed bin Salman — and
these display three broad similarities. First, they claim to refocus the economy
from extractive industries towards technology and innovation, whether through
smart cities, e-government, or other skilled sectors such as health and finance.
Second, they aim to reduce the role of the public sector in all areas of life. Third,
they aim to reduce high expatriate numbers (well over 50% in the smaller states)
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through extensive training and preferential treatment for citizens. National
cybersecurity strategies (published, often in draft form, in 2013 and 2014 in all
GCC states other than Kuwait) echo these wider goals, presenting an image of
carefully planned cybersecurity governance to their audiences.

The two earliest and most dissimilar strategies, those of Qatar and Saudi
Arabia,®® have several interesting differences, especially given their political
disputes at the time (which have since escalated).”” First, they characterize
cybersecurity and its object differently in both English and Arabic versions.
Qatar uses al-fida’ al-iliktruni (lit: electronic space) for cyberspace, and the
loan word al-’amn al-sibrani for cybersecurity, appealing to an international
audience. Saudi Arabia, on the other hand, does not describe cyberspace,
instead talking about networks and connections, with the focus being on ‘amn
al-mu‘alumat (information security). While both recognize that their object
has no borders or restraints, the Qatar strategy emphasizes the risks to people,
companies, and the state, whereas the Saudi strategy emphasizes the cultural
and economic threats of information to companies and the state, a point not
made by senior Saudi figures writing in US journals.®® Thus, even within the
GCC, there are significant differences in the conceptualization of cybersecurity
governance in national strategy documents.

The legal environment combines regulation of electronic financial transac-
tions, unauthorized access to systems and data, and the use of communications
technologies to send or receive information that has harmful effects. Laws
concerning electronic financial transactions were first introduced in the early
2000s in the UAE and Bahrain to attract global investment, followed sporadi-
cally by the other GCC states.”” The GCC has a disparate approach to data
protection: while privacy is a right in all GCC states, the application of techni-
cal and organizational safeguards to personal data is covered by a patchwork of
laws, including telecoms, health, and labor laws, as well as the penal codes and
constitutions, with little personal protection.”” Although there is little legisla-
tion against third-party provision of data services or moving organizational
data between sites or countries,”’ there is a strong practical push against it in
most corporations and governments.72

Cybersecurity legislation in the GCC has a broad scope. By mid-2015, all
GCC countries had passed cybercrime legislation, which included defamation
or libel (refusing truth as a defense) and wide definitions of public morals and
“national unity””> Combined with local terrorism legislation, this increases the
penalties on, and restricts freedom of, expression.”* This is in keeping with
wider censorship and historical practice, although it contradicts international
human rights standards.” For this chapter, the relevant point is that this cen-
sorship and restriction is carried out as cybersecurity governance, by widening
notions of cybersecurity and cybercrime. GCC governments have thus reinter-
preted cybersecurity legislation to their advantage in political struggles against
domestic and regional opposition.
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Finally, I turn to cybersecurity standards, which enable organizations in both
public and private sectors to manage cybersecurity risks. In the GCC, all national
cybersecurity organizations are involved in maintaining standards such as PCI
DSS and 1SO27001. Oman has extensive cybersecurity policies and standards
due to its role as the ITU Regional Cybersecurity Centre, mentioned above, and
was ranked third in the ITU-run World Cybersecurity Index in 2014. The UAE
has introduced national standards based on the US model of National Institute
of Standards and Technology (NIST), although these standards overlap and
compete even domestically; Dubai created its own standards and authority at the
same time as Abu Dhabi introduced the nation-wide standards.” Implementation
of these standards, whether global or local, remains problematic: a survey
of GCC cybersecurity professionals in 2015 indicated that 80% are unaware of
cybersecurity legislation,”” and only two-thirds “believe their company has a
security policy;” to which half have “low-to-moderate adherence.””®

To unpack this further, I draw on three surveys of ISO27001 implementation
in Saudi Arabia. With low levels of overall implementation — in one 2010 study,
no defense sector organizations had been certified”” — standards were low on
the list of security professionals’ top problems, below personnel issues like
training, expertise, or salary, and organizational ones such as management
involvement.** One survey identified Saudi Arabian culture as a major obstacle,
along with the different challenge of even identifying an organization’s assets.*"
It is important to read these studies in context: they are “problem-solving” in an
engineering and consultancy tradition. Viewing them through a more politically
oriented lens suggests that rather than a simple lack of cybersecurity awareness,
these survey responses demonstrate how cybersecurity governance in the form
of global standards permeates through many organizational levels and relies on
influencing behavior at the micro level. These structures encounter indirect
resistance in the form of cultural and management problems, as well as direct
resistance through lack of implementation.

2.6 The Cybersecurity Industry

In the previous sections, the focus has largely been on governments; here, I
turn to the private sector. In general, Carr’s analysis of public—private partner-
ships in cybersecurity must be altered for the GCC. While she argues that
partnerships suffer from the different commercial and national interests at
play,** here the relationship is more symbiotic. Not only do governments have
several ways of influencing private-sector organizations (some overt, others
based on personal relationships), but also businesses are embedded at the
heart of government: national strategies are written with consultancies, and
government organizations are set up with technical, advisory, and day-to-day
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services provided by private companies. Furthermore, the individuals involved
have no single affiliation, and move between both sides with ease.

Gartner valued the 2014 “Middle East and North Africa” cybersecurity market
at just over a billion dollars, rising to 1.3 billion in 2016.%* Other reports, although
using higher values than Gartner, put the region at around 7% of the global
cybersecurity market in value.* Unsurprisingly, health, finance, and energy sec-
tors feature heavily in market analyses, and the UAE and Saudi Arabia are com-
monly highlighted as regional targets: the UAE due to its positioning as a global
business hub, and Saudi Arabia due to its relative population size and large oil
reserves, despite the severe effects of the collapse in oil prices in 2014—2015. The
cybersecurity industry centers on large companies with a prior presence in
the region, as there are significant obstacles to setting up companies in much
of the GCC, although the UAE is significantly less demanding.* Established
resellers and conglomerates channel existing economic power into the new
domain, in part due to their extensive connections, but also as obligatory
partners for multinational companies.

One particularly interesting example is the defense industry. Worldwide,
major defense multinationals have bought specialized cybersecurity companies,
creating a “cyber—military—industrial complex.*® Regionally, the defense indus-
try has a massive interest in the GCC states: around 10% of GDP is spent on
defense, often in long-term contracts with US and UK manufacturers.®” Often
these contracts include “offsets,” where the manufacturer invests in other sec-
tors so the money does not leave the purchasing country.®® While cybersecurity
is not necessarily part of offset arrangements — being a sales target in
itself — defense companies such as BAE Systems, Raytheon, and Lockheed
Martin have a long history of establishing technology companies and engineer-
ing faculties in local universities as part of offset programs.* Overall, this struc-
ture provides a twin advantage to defense multinationals: first, they have existing
military and security relationships and a trusted national security role; second,
they actively create new technological industries in the GCC.

The other key sector is telecoms. This sector was quasi-liberalized in the
early 2000s, with a single national entity split into two or three privatized ones;
however, most still have a substantial government share. The main form of
competition in the GCC is insular, as the national carriers of each country
enter one another’s markets, although some, such as the UAE’s Etisalat, range
more widely across the region. These national companies funded the undersea
internet cables connecting the Gulf, and are characterized as critical informa-
tion infrastructure throughout the GCC. Some, such as Etisalat and its com-
petitor Du, have made this a commercial advantage, developing managed
cybersecurity services to sell across public and private sectors.

National telecoms companies maintain strong ties with their and other GCC
governments, and have two further roles, based on the content that travels
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over their networks. First, they control access to encrypted communications,
especially given high smartphone use. Many VOIP services are blocked, with
little indication whether for profit or national security.”® Sometimes the
approach is less blunt, as in a widely reported disagreement between RIM and
the UAE government over the encryption of Blackberry Messenger in 2010,
which ended with RIM agreeing to certain conditions.” A year earlier, Etisalat
had updated all Blackberry phones with a “security update,” which in fact
allowed third-party access to communications.”” This not only highlights
clashing interpretations of cybersecurity (a national sense of cybersecurity
disguised as a users’ one), but also demonstrates Etisalat’s close relationship
with UAE security agencies, on whose instruction this was presumably issued.

Second, national telecoms companies facilitate national monitoring and
web filtering. Citizen Lab investigations in 2012 demonstrated that devices
manufactured by US manufacturer Blue Coat were in all GCC countries
except Oman, with McAfee’s Smartfilter also in Saudi Arabia and the UAE.”
In the UAE, technological sophistication has since increased, as a “telecom-
munications solutions provider” reportedly owned by an Israeli individual
was contracted to install a city monitoring system in Abu Dhabi.** Such
requirements affect foreign penetration: in Saudi Arabia, contracts for the
operator Virgin Mobile were delayed to “satisfy state security concerns. In
Bahrain, private telecoms companies are obliged to install filtering systems,
which probably led to their increased use of the commercial software
Netsweeper in 2016.° Finally, telecoms access is useful not only for regional
governments but also for strategic allies: the Snowden disclosures in 2013
indicated the existence of a Government Communications Headquarters
(GCHAQ) base in Oman intercepting undersea cables since 2009.”” In sum, the
telecoms sector is an essential aspect of cybersecurity governance, not only
due to its advantageous industry position and gatekeeper role for new tech-
nologies but also its role in monitoring and filtering.

2.7 Conclusion

The analysis of cybersecurity governance in this chapter has been based on
two premises. First, that cybersecurity should not be defined a priori, but
observed “in the wild,” to obtain a fuller picture of its variation in different
regions. Second, that governance is fundamentally a multifaceted relation of
power between those governing and those governed, which depends on many
micro- and mid-level interactions involving a variety of actors. Cybersecurity
governance looks different depending on perspective: for some, it is mainly
technocratic and administrative, while for others it is part of political strug-
gles and violent state actions.

Given these premises, we can identify three themes. First, image plays a cru-
cial role in cybersecurity governance, in that the appearance of governance is
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as important as its actions. From capturing the attention of the ITU and the
competitive creation of central authorities, to the bold claims of national strat-
egies and mixed implementation of international standards, presenting an
image of successful governance is a constant concern. This presentation is
predominantly to an international audience, and as such may be an attempt at
deterring offensive behavior as well the result of maneuvering between elites.

Second, cybersecurity itself has been reinterpreted to fit the political situa-
tion in the region; namely, low tolerance of political expression, especially after
the Arab Spring, and the use of severe criminal punishments to enforce local
public speech norms on social media, both of which contravene international
human rights standards. Although this has led analysts to label some GCC
government organizations as “enemies of the internet;*® the picture must be
nuanced: each country has taken different strategies, and the line they draw is
often not only in opposition to a supposed “Western” notion of governance but
also in opposition to other paradigms within the GCC, with Qatar, the UAE,
and Saudi Arabia disagreeing strongly.

Third, the fast-growing cybersecurity industry can only be understood in the
context of the specific historical and economic situation it inherits. This
includes dominance by the defense industry and a close relationship between
government and the telecoms sector, especially given the examples of highly
sophisticated surveillance provided by their close allies in the United Kingdom
and United States. While there is tension created by public—private partner-
ships which set commercial incentives against cybersecurity goals, the more
symbiotic path described in this chapter brings with it different issues, includ-
ing difficulties in stimulating local innovation. Overall, the GCC thus provides
not only new lessons for cybersecurity governance but also new warnings.
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